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CC 1 SA. 6 W 0 T Ctfldufyi ® united states government 


! TO 

I TJIitU 


!■ K ( ) M 


Tho Assistant Director, OSO 
Chief., Inspection ana Security 
Chief, Inspection nranch 


oath: 20 September l^i# 


: subject: Special Security Inspection 


25X1A5a1 




! I * 


ADTKOiaTY ! Mi) 1-iISSi.OK 


T i;! I jr;Cl ;N )a tocluded tiio checking arid observation of the 
con»ractoij- s oiiices ana plant with particular reference to the 
physical aspects arid controls related to security and protection- 
the checking oi the procedures for selection ana control of per-" 
j sonnolj atid tne checking of means employed for the safeguarding of 

25X1A5a1 cla3£;:LllGC f Information, documents and equipment. 

n. FlNbiuCS • ' 



25X1A 


is located in a aowntown 

Uxty Qusiness section in two company-owned three story fficte-SoIw 
crete ouildings about thirty .years old. The total floor area 
covers ypOO square feet. Wood floors ana stairways present a 

to n?' r0 iUi2arci > but Present safety precautions are adequate 

co unsure the necessary minimum protection. 



25X1A5a1 


A 


M. the time of -this inspection it was stated that 

a „ "n ra nc :a i?? ^-ployed in clas sified work for the Army and Navy 

25X1A5a1 , . 0iii * manufactures stanoara communica- 

tions equipment and little or no development work is being per- 
formed at the present time. ° 1 


A. Inspection disclosed the following deficiencies in the con- 
tractor s security procedures and program: 


A *'?Alure to safeguard classified material according 
wo GiA regulations. b 


d) storage and maintenance of classified material 

nniw /noi. tr>LA nnn^a r\Ann^ nn* r\r\rinc nn* a a **- VJ *- i * 


' ; ' oi. CJ.aS£ 
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that an approved and required comoirn 

V 
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1. Pursuant to oral instructions from the Chief, Inspection and 
security, | a special security inspection was made by 

25X1 A5a1 ° ri 12 September 1 9U9 of se cui-ity conditions 

the confidential contracts of the nov . b ^ 

performed j lor CiA ((jSU/Commo) 
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j c. There is apparent misunaersl^iainc ana perplexity 

on tne part of tiio .contractor regarding personnel 
[ clearances . in tnat the contractor lias expected t6 bo 

informed. when security clour ancon have boon completed- 
i ana assumes that such clearance!; will bo banco. ou com- 
plete .investigations . .! _ 

7* beiicieueios which appear to be within CIA pertaining "to this 
contract v/ore ais closed as follows : ll 

a. Aosence oi proper indoc trination of tne contractor 
regarding security safeguards and failure to is due vaitten 
instructions on security procedures for tne guidance of 
tiie contractor* 

b* inadequate, confused or un coordinated procedures with 
respect to personnel security clearances, in that em- 
ployees are put to vjork beiore or as uuoji as their names 
arc submitted • by the contractor for clearance; the clear*- 
| once is based solely on name check:; regaruless .of the 

sensitivity of tiie classified information to vriiich the 
! individual will have access; tne employee wori ;s; for long 

periods beiore the clearance check is completed; and the 
I ! • contractor is not advised of tne security clearance unless 

; i , it is not granted. i 

I j u J i 

: kill C ONCLUSION j : 

. j I . j j 

; ! j I. Indoctrination of tiie contractor regarding security safe- 

; | ■ guards and procedures has been inadequate. !. 

; ' j ' j _ 

2. Tjiero appears to be a definite lack of woro irbibion on Pur- 
part oi' interested CIA ol'i’ices and branches in connection with 
personnel security clearance procedures, ins true bihg the con- 
i tractor in tiie proper use oi CIA addresses, ana instructing tne 

i contractor on security and safeguards generally. 

I iv. idccoiiiiaiiiiiTia-jS : 

i ' ! . 

1. Interested CIA offices or branches should coordinate their 
activities to insure that the contractor is intelligently in- 
i formed ana guided in Ms efforts to select, clear land control 

personnel and to safeguard adequately classified information, 
documents, correspondence, related material ana property. To 
this, end it is recommended that: ! 

a. Adequate procedures be established Mth respect 
to personnel security clearances in order to jielineate 
clearly responsibilities of the contractor ana ClA, to 
speed up trie process of clearances, ana to provide for 
positive and prompt advices to the contractor. 
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o. There is apparent misunderstanding ana perplexity 
on tne part ol the contractor regarding personnel 
clearances xn tiiat the contractor has expected, to oo 
informed v/hon security clearances have boon completed, 
arid assumes tiiat such clearances will be based on com- 
plete investigations. 

7. Deficiencies vjhicli appear to be within CIA pertaining to tiii 
contract v;orc ais closed as follows: 

a. Aosbncc ol proper indoctrination 01 the contractor 
regarding security safeguards and failure to issue written 
instructions on security procedures for the guidance 01 
the contractor. 


cor^i 


b. Inadequate, confused or uncoordinated procedures mth 
res sect to personnel security clearances, in that em- 
ployed are pub to work before or as soon as theur names 
are submitted by the contractor for clearance; tne clear- 


long 


once x|j based solely on name checks regardless of the 
sensitivity of the ci a soil led iniomeuion to ><nicn Ine 
individual will ixavo access ; tiio . csupxOyeo woix.*- in j.o^ 
periods before the clearance check is completed; and die 
contractor is not advised of the security clearance una.es s 
it is hot granted. 


CONCLUSION;! 


security safe- 


1 . Indoctrination of tne contractor regarding 
guards and procedures has been inadequate. 

2 . Thor o iaiipoars to bo a definite lack ol ooora .inn lion. on brie 
part of iii teres ted CIA offices and branches in connection with 
personnel security clearance procedures, instructing wie con- 
tractor in the proper use of ClA addresses, and instructing tne 
contractor on security and safeguards generally. 


IfflCCIlJiliiAi'iQf S i 

1 . Interested CIA offices or branches should coordinate their 
activities to insure that the contractor is intelligently in- 
to rmod and guided in Ills efforts to select, cieai' ana eontiol 
personnel; and -to safeguard adequately classified information, 
documents, correspondence, related material anu property* j-vj 
ol'Li. s end it is r ocoiXnonciGd that x 

a. Adequate procedures be established vd bh respect 
to personnel security clearances in order to delineate 
clearly responsibilities of the contractor ciaa CIa, to 
soeeH up the process oi' clearances, ajiu co provide ior 
positive and pronpt advices to tne contractor* 
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25X1A5a1 


all other contractors 

on ciassiiied contracts bo supplied villi pen oral 
vaatlon. .u-istruc Li.ons regard ig security safeguards 
ana procedures ana bo indoctrinated therein. 


£. iho contractor be advised as to proper proceaurec 

w t U M-f G f i;,ccfc t0 a f VUJ -^ l S or safeguarding tnc identity 
01 °-;- A ^ connection vita royalty agreements, per- 
ionaance oonds and any other legal transactions. 


d. Action be taken to clear personnel listed in lab a 
who ijiave not aireaay r ooen cleared. 


! 

I 

i 
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